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Welcome to the Physician Community
Webinar Series Sponsored by the HIMSS
Physician Community

« A complimentary virtual event that will be held monthly.

« Covers a wide range of topics on Medical Informatics, HIES
(Health Information Exchange), Standards and
Interoperabllity, eMeasures and Quality Initiatives, and how
it affects, impacts and involves physicians.

* For more information see www.himss.org/physician or
contact Yvonne Patrick at ypatrick@himss.orq.
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Welcome to the Physician Community Webinar
Series Sponsored by the HIMSS Physician
Committee

 Please insert all questions in the chat box located on
the bottom right of your screen.

A copy of the recording and slide deck will be available
for download within 5-7 business days on the Physician
Community Webinar Series Archive Page
www.himss.org/physician
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Moderator
Patricia L. Hale MD, PhD, FACP, FHIMSS

Assoclate Medical Director for Informatics

Albany Medical Center
HIMSS Physician Committee Member, 2015-2017
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Speaker Bio: David M. Schlossman, M.D., Ph.D,,
FACP, M.S. (Informatics), CPHIMS

« 30 years of hematology/oncology clinical practice

» Board certified in Internal Medicine and Medical
Oncology

« Computer enthusiast and hobbyist since 1968

» Recent Master’s degree in medical informatics

» Board certified in Clinical Informatics

* Informatics Consultant

« Usability evangelist and Informatics gadfly

HIMSS
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Speaker Bio: Nancy Staggers, PhD, RN, FAAN

* Entrepreneur, Consultant &
Professor, Health Informatics

 Research program in UX for
health IT products

* IT executive, enterprise EHR
projects

e Career Army officer
e 30vyearsinHIT
* Registered nurse
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Key Points or Objectives

» Describe known health IT pain points for physicians and nurses
» Analyze real world examples of pain points

* |dentify potential UX (user experience) solutions and future directions
for UX in health IT

HIMSS
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Nurses’ Pain Points
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Expert Interviews

« 27 experts with varying backgrounds

HIMSS

Acute, longterm care
Federal, non-federal
Multiple vendors, HIT tools, sites, regions of the U.S.
Levels of leaders
* President of the ANA, ONC Nurse Executive

* Nurses who are/were Chief Medical Information
Officers

9 Nursing and NI leaders
4 UX professionals/leaders
7 nursing researchers

7 site leaders
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THE
SHIFT
ONE NURSE,
TWELVE HOURS,

FOUR PATIENTS’
LIVES

THERESA BROWN, RN
aomunT

MEW TR TN L DPINION COLUMMI

- Theresa Brown (2015), The Shift, p. 117

HIMSS W
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Pain Points

Health IT Design

— Lack of fit to workflow/cognitive processes
— Extensive data entry

— Handoffs & care transitions

— Work-arounds

Interoperability & integration

Missing voice of nursing

Significance of the impact on the work of nurses
— Patient safety

— Inefficiencies
— Cognitive burden

HIMSS
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Health IT Design

“EHRs are not designed to support nurses’
professional practice and work or the way they think

and do work” - Michelle Troseth

HIMSS
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Health IT Design - Fit to Workflow

RNs work is non-linear
* Clustered tasks
'y« Caring for > 1 patient
{ « Highlighting new, stat info
. » The tale of continually
pressing “refresh”
» Central point of contact for

HIMSS
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Health IT Design — Extensive Data Entry

« Documentation — extensive requirements

— Admission assessments
» 532 clicks, 14 screens (Patty Sengstack)
* 1-2 hours to complete in long-term care, hospice
— Completing requirements from others
+ HEDIS, MU, quality measures
— Documenting the same information in multiple places

* Especially in rural settings

« “EHRs are over-built” - Linda Harrington
— Too many functions, many not used
— Functions added at user requests but never pruned

— Describing mucous using 20 items

Light green, medium green, dark green

HIMSS
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Health IT Design — Handoffs, Transitions

« Handoffs and care transitions
— Difficult for nurses to construct and transmit the patient’s story

— Nurses do “information foraging” to create shift reports
— Emily Patterson

— Nurses’ use of paper “brains”

* Frames the whole shift

» Supports workflow, cognitive processing, tasks across patients
* Represents a “covert work system”

e Care transitions

— Between shifts, providers and units

— Across facilities, entities like long-term care

— More than just an issue of interoperability, lack of standards =

transforming health through IT"
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Interoperability, Integration

« Connectivity issues, non-integrated systems for care
— Within and across facilities
— Long-term care
— Recognizing nurses as information hubs
* Devices and EHRs
— Vital sign machines not integrated
— IV pumps difficult to integrate into e-documentation
— New equipment purchases and integration not considered up front
— Information is silo’ed and isolated
* Hybrid systems

— Fragmented systems due to paper and technology

— Missing functions, integration supported by paper

HIMSS
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Solutions to Health IT Pain Points
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We Need a New Vision

 We need a “digital strategy” (Linda Harrington)

Primary
E;

Person-centered
processes

— Focus on “why are we using this technology?” —Larry Wolf

* Create a vision of EHRs/health IT
— Communication system
— Patient-centered approach
— People at home - Larry Wolf

« Consider the ecosystem (Lorraine Chapman)

Specialty
Clinic

Med-surg/
Acute care

— Step up a level and examine health IT as part of an ecosystem

— Where does work intersect?

— Where are the high risk areas? What will be gained?

Bl
transforming health through IT"
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Leadership & Ownership

* Who owns UX issues??

— Locally? Nationally?

— Assign a home for UX issues

— Advocacy opportunities to enable full scope of practice
* Increased leadership needed on UX

— Establish CMIOs, CNIOs as critical positions

— Have more CHIOs

— Nationally, need more UX Informaticists in leadership roles

=
transforming health through IT"
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Design

» Understand us as cognitive workers especially our goals
— Have managers, programmers shadow providers
— Mine current data to understand what’s happening

— Use complex activities as models, e.g., nurses’ “brains”

— Have activity connectors — dressing change and patient education
and assessment
* Redesign legacy systems in modular fashion

— Google uses this approach

* Create innovation labs

« Standardize!
— Design guidelines, national standardization, e.g., assessments
— Create best practices

HIMSS
transforming health through IT"
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UX Tools

* Integrate UX professionals, practices and methods -
— Do assessments throughout health IT lifecycles
— Implement a Usability Maturity Model
— Use NIST usability documents (7804, 7865)
— Employ SAFER guides

 Attend to the 6 UX components

— Infrastructure, optimization, integration, policies, training & support

« Create a national clearing house for UX issues and
solutions

- -
transforming health through IT" a‘\
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http://www.himss.org/ResourceLibrary/
https://www.healthit.gov/safer/

The Great Usability Myth

Usability is all just subjective anyway: It can’t be measured

Staggers N, Xiao Y, Chapman L. (2013). Debunking health IT usability myths. Appl. Clin. Inf. 4: 241-250.
HIMSS http://dx.doi.ora/10.4338/ACI-03-1E-0016

transforming health through IT"

#DrHIT @HIMSS


http://dx.doi.org/10.4338/ACI-03-IE-0016

Reality: Usability Can Be Defined

Correct Speed Comfort
Complete Productivity Confidence
Positive Outcomes No wasted effort Respect

International Organizationlfor Standardization:JUsabiIity
is the effectiveness, efficiency, and satisfaction with
which specific users can achieve a specific set of tasks
In a particular[environment. [

Not everyone

Workflows mapped
Proper context of use

Goals understood

HIMSS ISO 9241-11 Schoeffel, R. (2003). ISO Bull 34: 6-7
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Usability Involves Lightening “Loads”

® L
—— , * Navigation
{1 o — Clicks, scrolls, keystrokes, mouse
ol N movements
I A * Reading
o T — Legibility, signal to noise ratio, layout,
Natiga:jing e use of color, emphasis, eye tracking
SR e A O R R I * Thinking
8 — lcon meaning, recall vs. recognition,
2 o cognitive load
) . ® * Text Entry
— Typing, pick lists, dictation

—
o
o
o
[

Emotional Factors

szgic’;g D — Task stress, situational awareness,
° dissonance (conflict with expectations)
Himss Zaroukian, M. (2015). Diverse Roles of Physicians in Health IT. Physicians’ IT
transforming health through IT Symposium, HIMSS15 National Meeting: Chicago, IL.
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Usability Can Be Measured

Formative Testing

Qualitative Inquiry

« User Surveys

* Focus Groups

« Workflow observation

« Think aloud testing

Inspection

« Expert evaluations

» Heuristic Checklists

« Comparison against
validated cognitive
psychology principles

Summative Testing

Scenario based simulations
Usability testing software
= MORAE
= TURF
Performance metrics
= Clicks, keystrokes, timings
» Task success and failure
= Optimal paths
Comfort and Satisfaction
= Appearance and verbalizations
» Post test interviews
= System usability scales

HIMSS
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HIMSS 2014 EHR Usability Pain Point Survey

Methods
For each of several common EHR functionalities, approximately 350 physician
respondents selected their three most serious pain points from a list of several
options
Respondents were invited to answer four qualitative free text questions regarding
« Additional pain points not specified in the selection lists
» Positive impacts of the EHR on physician workflow, efficiency, and satisfaction
* Negative impacts of the EHR on physician workflow, efficiency, and
satisfaction
« Ways that healthcare organizations can better incorporate clinician needs and
viewpoints into the selection and management of their EHRs

Corroborating Studies
Verdon, D.R. (2014). Physician outcry on EHR functionality, cost will shake the health information technology sector.
Medical Economics 91(3): 18-27
Friedberg, M.W., Chen, P.G., Van Busum, K.R. et al. (2013). Factors Affecting Physician Professional Satisfaction and
Their Implications for Patient Care, Health Systems, and Health Policy. RAND Corporation: Washington, D.C.
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HIMSS 2014 EHR Usability Pain Point Survey

Clinical Data Review

Multiple clicks — 24%

Data placement/presentation |GGG 179
Hidden information | G 17

Lack of customization |G 11%

Difficulty seeing trends _ 11%

“I shouldn't have to click five times (with a 0.5-1.5 second delay each time click) to accomplish one step in the things |
have to do. Extremely difficult navigation, i.e., having to close fields to view others, jumping in/out of modules.”

HIMSS
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Navigation Burdens

« Too many clicks required for
routine clinical tasks

 Information necessary for a
decision resides on different
screens

« Important data difficult to locate
In context of workflow

« Screen organization not optimal
for rapid, accurate visual
interpretation

HIMSS
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HIMSS 2014 EHR Usability Pain Point Survey

Clinician Patient Communication

Diverts attention from the patient and _ 2704
her medical problem 0

Loss of nonverbal cues and emotional _ 4%
connection with the patient 0

Secure electronic communication

creates additional work and regulatory _ 20%

burden

“We spend 90% of our patient care time sitting in front of a computer (remember that when we take
care of your family). It tremendously impacts our ability to see patients.”
HIMSS
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Data Entry Burdens

« Hard to make eye contract

« Hard to listen empathetically

« Hard to process nonverbal
cues

« Hard to keep the thread of
patient’s testing, labs, etc.

« Time as data entry clerk
diverts attention from clinical
reasoning

#DrHIT @HIMSS



HIMSS 2014 EHR Usability Pain Point Survey

Documentation

Multiple clicks required —

_ 19%

Templates may allecl (ala e 1 5o,
quality

Structured documents do not I

match thought process

Context & reasoning difficult to I

communicate

Document the same information L0
. . 0
in multiple places —
“My final notes are an embarrassment; the relevant data is mixed with garbage. It is like

looking for a diamond ring in a cat litter box. You know there is something good there but
you really need to want it to sift through the pages of irrelevance.”

HIMSS
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Documentation Burdens

« Structured documentation tools
make it hard to communicate
rich details of patient story or
nuanced clinical reasoning

* Clinical Notes become

MESSAGE
disorganized, filled with
repetitive and irrelevant
material, difficult to read and
understand (note bloat).
HIMSS
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Interoperability and Reconciliation Burdens

* Interoperability Burden: Clinicians are expected to manage care
“across the continuum” while transfer of data from one EHR to
another in a form usable by the receiving clinician remains an
elusive goal

« Reconciliation Burden: Systems to verify the accuracy and
completeness of information at the time of care transitions remain
suboptimal, and transitions remain one of our greatest safety risks

transforming health through IT"
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Healthcare Providers’ User Experience

 EHRSs not developed with clinical
workflow in mind

 Information not formatted to fit
physician cognitive models or support
clinical decision making

» Entering structured data distracts
physician’s attention from the patient

« Structured data unable to adequately
represent the complex nuanced details
of patient history or clinician reasoning

 Increased cognitive load and decreased
situational awareness.

#DrHIT @HIMSS



Usability Arises From User Centered Design (UCD)

User Centered Design
Post-Deployment
Review

Understand
1\ Context of Use
v
Summative ‘ N ‘ Specify User
Evaluation AEEF X/ Requirements
Formative
Evaluation

From ISO 9241:210 Human-centeredoe

gn for interactive systems

HIMSS © 2013, Matthew B. Weinger MD, Russ Beebe, and Vanderbuilt University, used with permission
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MedStar Health EHR UCD Evaluation Framework

MedStar Health
National Center for
Human Factors in Healthcare

- Software developers vary in skill and
o maturity in use of UCD processes
- ® ®©® © © @ ® @ » Software developers also vary in how

well they adhere to certification
- © © ®eoe® ®© @ O requirements and best practice
Bl e 0O @00 @ © © testing standards.
Bl e @ @ 00 @ © » Good performance on UCD process
Ble ©o o090 @ © measures does not guarantee good
B o O oe® ©@ ® O outcome_s (a usable product).
Bl @ © © @0 O @ * Information was self attested and not
Blooocoee® © O vetted
- ® ®© © 00 0 © © * Only e.ff_ectlveness was a;sessed,
not efficiency or satisfaction
Hlmssp T http.//www.medicalhumanfactors.net/ehr-vendor-framework/#q={}
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ONC Safety Enhanced Design Program

2015 Edition Certification Companion Guide

Safety-enhanced design - 45 CFR 170.315(2)(3)
FR preamble - Test Procedure
Version 1.0 - Last Updated 10/26/2015

NA

Not Included

Revised Not Eligible No

Certification Requirements
This certification criterion was adopted at § 170.315(g)(3), and is required for all developers seeking certification to § 170.315(a)(1) through (9),
(a)(14). (b)(2) or (b)(3). There are no associated required privacy and security criterion for this certification criterion.

Regulation Text
Safety-enhanced design.
(1) User-centered design processes must be applied to each capability technology includes that is specified in the following certification criteria:
paragraphs (a)(1) through (9) and (14), (b)(2) and (3) of this section.
(11) Number of test participants. A minimum of 10 test participants must be used for the testing of each
this section.
(111) One of the following must be d on the user- d design p d used:
(A)Name, description and citation (URL and/or publication citation) for an industry or federal government standard.
(B) Name the process(es), provide an outline of the process(es), a short description of the process(es). and an explanation of the reason(s) why use
of any of the existing user-centered design standards was impractical.
(1v) The following information/sections from NISTIR 7742 must be submitted for each capability to which user-centered design processes were
applied:
(A)Name and product version; date and location of the test; test environment; description of the intended users; and total number of participants;
(B) Description of participants, including: sex; age; education; occupation/role; profe | experience; experience; and product
experience;
(C) Description of the user tasks that were tested and association of each task to corresponding certification criteria;
(D) The specific metrics captured during the testing of each user task performed in (g)(3)(1v)(C) of this section. which must include: task success
(%); task failures (%); task standard deviations (%); task performance time; and user satisfaction rating (based on a scale with 1 as very difficult
and 5 as very easy) or an alternative acceptable user satisfaction measure;
(E) Test results for each task using the metrics identified above in paragraph (g)(3)(iv)(D) of this section; and
(F) Results and data analysis narrative, including: major test finding; effectiveness: efficiency; satisfaction; and areas for improvement.
(v) Submit test scenarios used in summative usability testing.

bility identified in p

graph (2)(3)(i) of

https://www.federalregister.gov/articles/2015/10/16/2015-25597/2015-edit..&’ )

2015 Edition Health IT Certification Criterion § 170.315
(g)(3) (Safety-enhanced design)

For the 2015 Edition the following items need to be evaluated for usability:

Section 170.315(a)(1) Computerized provider order entry - medications
Section 170.315(a)(2) Computerized provider order entry - laboratory
Section 170.315(a)(3) Computerized provider order entry — diagnostic imaging
Section 170.315(a)(4) Drug-drug, drug-allergy interaction checks

Section 170.315(a)(5) Demographics (New)

Section 170.315(a)(6) Problem list (New)

Section 170.315(a)(7) Medication list

Section 170.315(a)(8) Medication allergy list

Section 170.315(a)(9) Clinical decision support

Section 170.315(a)(14) Implantable device list (New)

Section 170.315(b)(2) Clinical information reconciliation and incorporation
Section 170.315(b)(3) Electronic prescribing

ONC proposed to include seventeen (17) certification criteria (seven new), but in the final rule
they have made 12 (twelve) be the final number of criteria. This is a 50 percent increase from
the 8 (Eight) that was required for the 2014 certification edition (for Meaningful Use Stage 2.)

. https://www.healthit.gov/sites/default/files/2015Ed CCG g3-Safety-enhanced-design.pdf

HIMSS
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Unit-Based Testing: Conceptual Problems

« Evaluates conformance to a single certification criterion

» Each test is independent: data output or result of one
test does not affect other unit tests

» Decreased value because testing does not model
relevant clinical workflow

* Results not plausible or interpretable to clinicians
seeking to inform evaluation and judgment about EHR
products.

Himss
#DrHIT @HIMSS



Unit-Based Testing: Practical Problems

» Accredited certifying bodies lack personnel with training and experience in
usability science

« Insufficient number of subjects in each test to draw valid conclusions
» Selection and/or compensation of test subjects by EHR vendors or ACB’s

« No Independent verification of vendor self-reported user centered design
procedures

* Results are difficult for clinicians and decision makers to find, access, and
understand (possibly to improve with the new open CHPL)

» Testing is exclusively summative whereas formative testing would have
more impact

«
transforming hec
transforming heait!

alth through IT
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Federal Aviation Administration (FAA)

Regulations require rigorous human

centered design process

» Certifying personnel have human factors
and usability qualifications

* Detalled interface level design
specifications

« Complex realistic standard testing

scenarios carried out in very high fidelity

testing simulators

HIMSS
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Office of the National Coordinator for Health IT

» User centered design process is
assessed by attestation only

* No interface level design specifications

» Testing is low fidelity and unit based
rather than scenario based

« Testing is open book: vendors know in
advance exactly what functionalities
they must demonstrate

» Accredited Certifying Bodies have few,
if any, qualified human factors experts

 ACB’s are hired by vendors to do the

NISTIR 7741 testing and may have nontransparent

incentives (no one ever fails)
« Testing is only summative

=
transforming health through IT
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The Central Idea of Clinical Informatics

Clinical Decision Support (CDS)

Systems designed to assemble a precisely calibrated mix of
patient data and scientific information organized and
displayed in a format which optimizes clinical decision making

. Friedman, C.P. (2013) JAMIA 20: 224-226
HIUMSS
transforming health through IT
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Types of Usability
Bin 1 Bin 2
User Interface Design Cognitive Task Support

Displays and Controls Workflow Design

Screen Design Smart Data Visualization

Clicks and Drags Decrease Cognitive Load

Colors and Navigation Capabilities

HimsS Fairbanks, R. (2016). UX in Health IT: How we got where we are today.

transforming health through IT” Wttp://www.himssconference.org/sites/himssconference/files/pdf/8 0.pdf
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Clinical Workflow Analysis and Modeling

~

/
Clinical Workflow Center

Everything clinical workfiow.

[
HOME ARTICLES DISCUSSIONS UBRARY NEWS EVENTS ABOUT LoeiN REGISTER [ ( O O re P etr I e N e tS

Workflow in Pra Welcome!

Clinical Process Management, Next Steps
Jerome Carter, MD February 29, 2016

Interested in clinical workflow? You
are in the right place!!!

In the last article in this series, Clinical Process Management - The Patient in the Age of Processes, the idea of Clmical workflowsare iitegral fo/usabilty, decision L4 YAW L Yet l \ I l O t h e r WO r kf I OW
taking a holistic view of clinical processes was introduced as a means of dealing with complexity in clinical care support, patient safety, practice optimization, and

software systems and real-world care delivery. Now it is time to take a closer look at clinical process software design. Here, you can ask questions,
management (CPM) and how it might work. First, we need a better understanding of clinical processes, what connect with others, learn how to do workflow

they are, and why they exist analyses or keep up with the latest journal articles,
reports, and tools. Enjoy!

Clinical care processes may be divided into two broad categories: direct and indirect. Direct care processes are
those that occur as a result of patient care activities (e.g., taking a history, writing a prescription, ordering labs,
examining a patient). Direct care processes are what clinicians do (i.e., clinical work). Indirect care processes are PrOAUCS B EVERtS
those that make direct care processes possible (e.g., registration, appointment scheduling, billing) and are often

administrative in nature. Information systems intended to support clinical care MUST support both direct and Filsading. alinen Diodls i i pearig

indirect care processes. Of course, this s easier said than done — patients vary, clinicians vary, locations vary. event?, Getthe word butl Submita listing!

(More...)

« BPMN (Business Process
Ty g Modeling Language)

Check Out

End Vist

Carter, J. (2016) http://www.clinicalworkflowcenter.com/ and http://ehrscience.com/ehr-usability/

HIMSS
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Prescription Refill with No Clicks?

Hire a parrot to just say yes OR

* Analyze clinicians’ rules, processes, frequently prescribed meds, circumstances
when a med should never be renewed by protocol (e.g. controlled drugs)

« Utilize renewals to address appropriateness, costs, unmet care opportunities

« Auto-check renewals against past and future appointments, labs, comorbid
ilinesses, absence of abnormal findings, formulary/costs/copays

« Auto-renew and/or alert clinical staff to fill in missing pieces of the process

Result: Only 20-30% of renewal requests require clinician input AND 100% are
utilized to provide better and lower cost care.

l!ll!lsnsjm” through IT Basch, P. (2015). AMDIS Listserv
#DrHIT @HIMSS




Improving Usability Is a Shared Responsibility

“The clinical systems of today are
great advances from what were
available a decade ago but are still
imperfect. Progress depends on
further research, a vibrant vendor
community that collaborates well with
academia to enhance features such
as interoperability and usability, and
highly trained applied informaticians,
many of whom are also practicing
clinicians.”

Detmer, D.E. and Shortliffe, E.H. (2014). Clinical Informatics: Prospects for a New Medical Subspecialty.
. Journal of the American Medical Association 311 (20): 2067-2068 _doi: 10.1001/jama.2014.3514.
HIMSS
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Continuing Education Credit

 This program has been designated for 1 hour of
CAHIMS credit.

 This program has been designated for 1 hour of
CPHIMS credit.

 Download forms at www.himss.org/physician.
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Physician Community Website

Please visit www.himss.org/physician for more information on:

HIMSS

Physician community activities

How to get involved and membership
Educational sessions

Networking

eNewsletters

Physician Community Blog

NEW! Physician Community Member Profiles
New to Medical Informatics Workgroup

transforming health through IT"
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